
Samson’s family, like most families, can’t 

afford all of the streaming subscriptions out 

there at the moment. Yet so many hit series 

are spread out onto these different platforms 

– and he wants to see them.

Samson’s mate Danny has sent him a link 

to a site where he can buy a USB that 

allows him to access any show. And the 

USB is so cheap!

Discuss: Why should Samson be 

wary?

The dangers of cybercrime 

and the Dark Web

How can we tell if an online 

purchase is legitimate or not?

One way we can tell whether online 

purchases are legitimate or not is…



Learning outcomes:

Describe the differences between 

the dark web and the visible web 

and how criminal activity is 

detected online.

Explain the legal ramifications and 

consequences of illegal web 

activity, and use new terminology to 

explain how the dark web 

operates. 

We have a lot of new key 

terms today, so we’re 

going to be discovering 

these together in our first 

task of the lesson.

The dangers of cybercrime and the 

Dark Web



Dark Web - criminals 

and consequences 

The dark web is often used for crime. 

If you are tempted to start nosing 

around the dark web, it’s worth 

asking yourself – if this was real life, 

would I walk into a room filled with 

disguised criminals and feel safe?

Your actions on the dark web CAN be 

tracked by experts and criminals are 

frequently caught and face the same 

consequences as if the crime had 

taken place on the street. Police and 

intelligent experts from countries 

globally explore dark web sites daily, 

incognito, to catch those taking part 

in illegal activities.

https://www.youtube.com/watch?v=ngT2Aq1VBFc

The frontpage of a dark web 

marketplace after it was shut 

down.

https://www.youtube.com/watch?v=ngT2Aq1VBFc


Did you know that judges are 

more likely to give harsher 

sentences when they’re hungry?

Well, I wonder if you lot finished 

your breakfast today.

In pairs now, read the case studies 

in your booklet and use your 

penalty pack to sentence the 

cyber wrong-doers in your books.

We’ll go through the penalties we 

gave out together afterwards.









Useful helplines and charities:

Young Minds.Child and adolescent mental health charity for teens struggling with 

any subject.  Call: 0808 802 5544 

Teen Line | Teens Support hotline - Connect, talk, get help!  Teen Line's highly 

trained teen listeners provide support, resources and hope to any teen who is struggling. 

Rights online (coe.int)  Your rights online as a young person using social media sites

https://www.gov.uk/government/organisations/hm-revenue-

customs/contact/money-laundering

Further information and advice on money laundering and its penalties 

The dangers of cybercrime and 

the Dark Web
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https://www.gov.uk/government/organisations/hm-revenue-customs/contact/money-laundering
https://www.gov.uk/government/organisations/hm-revenue-customs/contact/money-laundering


• It is important to us that all of you feel safe, 

happy and 

 belong at Thornden.

• We also know that sometimes it is not as 

easy as simply telling a member of staff

• It could be:

• A friend you are worried about

• Someone being unkind to you

• Something you have heard and think we 

should know

How can you report anything you are 

worried about?

• Speak to a member of staff or parent / carer

• Visit the Well Being Den or Head of Year area

• On Satchel each week you will be sent a link to 

a form to share any worries you have

• On our school website homepage there is a 

'Report a Concern' link.

• In the Student Bulletin there is a 'Report a 

Concern' link

• On all school desktops there is a 'Report a 

Concern' logo to click and report anything



Need Support? You're Not 

Alone

If anything in today's lesson has affected you, or you want to talk to 

someone, there is help available.

Talk to Someone
Your Tutor or Head of Year – We're here to help.

Wellbeing Team and School Nurse

Report a Concern on Satchel

Safeguarding Team with the Purple lanyards

Mental Health & Low Mood
YoungMinds – https://www.youngminds.org.uk

Kooth – https://www.kooth.com

Mind – https://www.mind.org.uk

Healthy Lifestyle
NHS Every Mind Matters – https://www.nhs.uk/every-mind-matters

Change4Life – https://www.nhs.uk/change4life

Eating Concerns
Beat Eating Disorders –

https://www.beateatingdisorders.org.uk

NHS Live Well – Eating Disorders –

https://www.nhs.uk/mental-

health/conditions/eating-disorders/

Apps That Can Help
Calm – For mindfulness and sleep.

Headspace – Meditation and stress relief.

Clear Fear – Manage anxiety (designed for young people).

MeeTwo – Anonymously talk to other teens, moderated by experts.

Remember: Asking for help is a strength, not a weakness.
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